Amendment to the Claims : 

The following listing of claims replaces all previous versions and listings of claims: 

1 . (WITHDRAWN-CURRENTLY AMENDED) In a computer system having a plurality of 
computer system-resources, a controller and resource management system and method for 
controlling and managing said plurality of computer system r esources, said computer system 
comprising: 

said controller and resource ma na ge m e n t system; 
said plurality of computer system r e sources; 

wherein said plurality of computer system-resources are operatively dependent on said controller 
and resource management system, and 

wherein said controller and resource management system is operatively and functionally 
independent of said plurality of computer system-resources. 

2. (WITHDRAW-CURRENTLY AMENDED) The controller and resource management 
system of claim 1 wherein said computer system is a wireless communicating device such as a 
cellphone. 

3. (WITHDRAWN-CURRENTLY AMENDED) The controller and resource management 
system of claim 1 wherein said computer system is a portable computer such as a hand-held 
personal digital assistant (PDA) or laptop personal computer. 

4. (WITHDRAWN-CURRENTLY AMENDED) The controller and resource management 
system of claim 1 wherein said computer system-is a personal computer. 



5. (WITHDRAWN-CURRENTLY AMENDED) The controller and resource management 
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system of claim 1 wherein said computer system is a communications server. 



6. (WITHDRAWN-CURRENTLY AMENDED) In a computer system h aving a plurality of 
computer system-resources, a controller and resource management system and method for 
controlling and managing said plurality of computer system r esources, said computer system 
comprising: 

said contr oller and resource management system; 
said plur ality of computer system resources; 

wherein said plurality of computer system-resources are operatively dependent on said controller 
and resource management system, and 

wherein said controller and resource management system is operatively and functionally 
independent of said plurality of computer system-resources, and wherein said controller and 
resource management system is therein implemented in hardware or firmware. 

7. (WITHDRAW-CURRENTLY AMENDED) The controller and resource management 
system of claim 6 wherein said computer sy st em is a wireless communicating device such as a 
cellphone. 

8. (WITHDRAW-CURRENTLY AMENDED) The controller and resource management 
system of claim 6 wherein said computer system is a portable computer such as a hand-held 
personal digital assistant (PDA) or laptop personal computer. 

9. (WITHDRAWN-CURRENTLY AMENDED) The controller and resource management 
system of claim 6 wherein said computer system is a personal computer. 



10. (WITHDRAW-CURRENTLY AMENDED) The controller and resource management 
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system of claim 6 wherein said computer system is a communications server. 



1 1 . (WITHDRAW-CURRENTLY AMENDED) In a computer syst e m having a plurality of 
computer system-resources, a controller and resource management system an d m e tho d for 
controlling and managing said plurality of computer system r esources, said computer system 
comprising: 

said controller and resource management system; 
said plurality of computer system resources; 

wherein said plurality of computer systeme-resources are operatively dependent on said controller 
and resource management system, and 

wherein said controller and resource management system is operatively and functionally 
independent of said plurality of computer system-resources, and wherein said controller and 
resource management system is therein implemented in hardware or firmware electrically 
isolated from said plurality of computer system-resources. 

12. (WITHDRAWN-CURJRENTLY AMENDED) The controller and resource management 
system of claim 1 1 wherein said computer system is a wireless communicating device such as a 
cellphone. 

13. (WITHDRAWN-CURRENTLY AMENDED) The controller and resource management 
system of claim 1 1 wherein said computer system is a portable computer such as a hand-held 
personal digital assistant (PDA) or laptop personal computer. 

14. (WITHDRAWN-CURRENTLY AMENDED) The controller and resource management 
system of claim 1 1 wherein said computer system i s a personal computer. 
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15. (WITHDRAWN-CURRENTLY AMENDED) The controller and resource management 
system of claim 1 1 wherein said computer system is a communications server. 

16. (WITHDRAWN-CURRENTLY AMENDED) hi a computer system h aving a plurality of 
computer system r esources, a controller and resource management system and method for 
controlling and managing said plurality of computer system r esources, said computer system 
comprising: 

said controller and resource management system- 
said plurality of computer system resources; 

wherein said plurality of computer systeme-resources are operatively dependent on said controller 
and resource management system, and 

wherein said controller and resource management system is operatively and functionally 
independent of said plurality of computer system-resources, said controller and resource 
management system comprising at l e ast: 

a system security function for notifying and alerting said plurality of computer system-resources 
of said plurality of computer system-events; 

an event handler for assigning a type identifier label and security level identifier label to said 
plurality of computer system events, said event handler comprising: 

a receiver and buffer for receiving said plurality of computer syste&events; 

a type identifier function coupled to said receiver and buffer for identifying the type of said 
plurality of computer system events and assigning a type identifier label to said plurality of 
computer system-events; 
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a security identifier function coupled to said type identifier function for identifying the security 
level of said plurality of computer system events and assigning a security level identifier label to 
said plurality of computer system events; and 

a routing function coupled to said security identifier function and further coupled to said system 
security function for routing said plurality of computer system-events with their assigned said 
type identifier label and said security level identifier label to said system-security function based 
on said event handlers determination of said type identifier and said security level identifier for 
received said plurality of computer system events[[;]]. 

wherein said method comprising: a method for receiving, ident ifyin g , r outing, stori ng, notifying 
and alerting said plurality of computer system resources of said plurality of computer system 
events, wherein said plurality of computer system events are received into said receiver and 
buffer, sai d p lur alit y of computer system e vents ar e sent to said type identifier function for 
identifying and labeling the type of said plurality of computer system events, sai d plurality of 
computer system events with said type identifier label are then sent to said security identifier 
function for identifying and labeling the security lev el of sai d plurality of computer system 
events, said plurality of computer system events with said type identifier label and said security 
level identifier label are routed by said routing function to said system security function based on 
said type identifier label and said security level ident i fier l abel assigned for said plurality of 
computer system events, said system security function storing said plurality of computer system 
events with said type identifier label and said security level identifier label and furt her notifying 
and alerting said plurality of computer sy stem r e so urces of said type and said security level 
assigned t o said pluralit y of co mputer system events, 

17. (W1THDRAWN-CURRENTLY AMENDED) The controller and resource management 
system of claim 16 wherein said computer system is a wireless communicating device such as a 
cellphone. 
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18. (WITHDRAW-CURRENTLY AMENDED) The controller and resource management 
system of claim 16 wherein said computer system is a portable computer such as a hand-held 
personal digital assistant (PDA) or laptop personal computer. 

19. (WITHDRAWN-CURRENTLY AMENDED) The controller and resource management 
system of claim 16 wherein said computer system i s a personal computer. 

20. (WITHDRAWN-CURRENTLY AMENDED) The controller and resource management 
system of claim 16 wherein said computer system is a communications server. 

21. (WITHDRAWN) Li a computer system having a plurality of computer system resources, a 
controller and resource management system and-method for controlling and managing said 
plurality of computer system resources, and handling a plurality of computer system-events, said 
computer system comprising: 

said controller and resource management system; 

said plurality of computer system resources; 

wherein said plurality of computer system resources are operatively dependent on said controller 
and resource management system, and 

wherein said controller and resource management system is operatively and functionally 
independent of said plurality of computer system resources, and wherein said controller and 
resource management system is therein implemented in hardware or firmware, said controller 
and resource management system comprising at least: 

a system security function for notifying and alerting said plurality of computer system resources 
of said plurality of computer system events; 
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an event handler for assigning a type identifier label and security level identifier label to said 
plurality of computer system events, said event handler comprising; 

a receiver and buffer for receiving said plurality of computer system events; 

a type identifier function coupled to said receiver and buffer for identifying the type of said 
plurality of computer system events and assigning a type identifier label to said plurality of 
computer system events; 

a security identifier function coupled to said type identifier function for identifying the security 
level of said plurality of computer system events and assigning a security level identifier label to 
said plurality of computer system events; and 

a routing function coupled to said security identifier function and further coupled to said system 
security function for routing said plurality of computer system events with their assigned said 
type identifier label and said security level identifier label to said system security function based 
on said event handlers determination of said type identifier and said security level identifier for 
received said plurality of computer system events; 

wherein said method comprising: a method for receiving, identifying, routing, storing, notifying 
and alerting said plurality of computer system resources of said plurality of computer system 
events, wherein said plurality of computer system-events are received into said receiver and 
buffer, said plurality of computer system events are sent to said type identifier function for 
identifying and labeling the type of said plurality of computer system events, said plurality of 
computer system-events with said type identifier label are then sent to said security identifier 
function for identifying and labeling the security level of said plurality of computer system 
events, said plurality of computer system events with said type identifier label and said security 
level identifier label are routed by said routing function to said system security function based on 
said type identifier label and said security level identifier label assigned for said plurality of 
computer system events, said system security function storing said plurality of computer system 
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events with said type identifier label and said security level identifier label and further notifying 
and alerting said plurality of computer system resources of said type and said security level 
assigned to said plurality of computer system events. 

22. (WITHDRAWN) The controller and resource management system of claim 21 wherein said 
computer system is a wireless communicating device such as a cellphone. 

23. (WITHDRAWN) The controller and resource management system of claim 21 wherein said 
computer system is a portable computer such as a hand-held personal digital assistant (PDA) or 
laptop personal computer. 

24. (WITHDRAWN) The controller and resource management system of claim 21 wherein said 
computer system is a personal computer. 

25. (WITHDRAWN) The controller and resource management system of claim 21 wherein said 
computer system is a communications server. 

26. (WITHDRAWN) hi a computer system having a plurality of computer system resources, a 
controller and resource management system and method for controlling and managing said 
plurality of computer system resources, and handling a plurality of computer system events, said 
computer system comprising: 

said controller and resource management system; 

said plurality of computer system resources; 

wherein said plurality of computer system resources are operatively dependent on said controller 
and resource management system, and 

wherein said controller and resource management system is operatively and functionally 
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independent of said plurality of computer system resources, and wherein said controller and 
resource management system is therein implemented in hardware or firmware electrically 
isolated from said plurality of computer system resources, said controller and resource 
management system comprising at least: 

a system security function for notifying and alerting said plurality of computer system resources 
of said plurality of computer system events; 

an event handler for assigning a type identifier label and security level label to said plurality of 
computer system events, said event handler comprising; 

a receiver and buffer for receiving said plurality of computer system events; 

a type identifier function coupled to said receiver and buffer for identifying the type of said 
plurality of computer system events and assigning a type identifier label to said plurality of 
computer system events; 

a security identifier function coupled to said type identifier function for identifying the security 
level of said plurality of computer system events and assigning a security level identifier label to 
said plurality of computer system events; and 

a routing function coupled to said security identifier function and further coupled to said system 
security function for routing said plurality of computer system events with their assigned said 
type identifier label and said security level identifier label to said system security function based 
on said event handlers determination of said type identifier and said security level identifier for 
received said plurality of computer system events; 

wherein said method comprising: a method for receiving, identifying, routing, storing, notifying 
and alerting said plurality of computer system resources of said plurality of computer system 
events, wherein said plurality of computer system events are received into said receiver and 
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buffer, said plurality of computer system events are sent to said type identifier function for 
identifying and labeling the type of said plurality of computer system events, said plurality of 
computer system events with said type identifier label are then sent to said security identifier 
function for identifying and labeling the security level of said plurality of computer system 
events, said plurality of computer system events with said type identifier label and said security 
level identifier label are routed by said routing function to said system security function based on 
said type identifier label and said security level identifier label assigned for said plurality of 
computer system events, said system security function storing said plurality of computer system 
events with said type identifier label and said security level identifier label and further notifying 
and alerting said plurality of computer system resources of said type and said security level 
assigned to said plurality of computer system events. 

27. (WITHDRAWN) The controller and resource management system of claim 26 wherein said 
computer system is a wireless communicating device such as a cellphone. 

28. (WITHDRAWN) The controller and resource management system of claim 26 wherein said 
computer system is a portable computer such as a hand-held personal digital assistant (PDA) or 
laptop personal computer. 

29. (WITHDRAWN) The controller and resource management system of claim 26 wherein said 
computer system is a personal computer. 

30. (WITHDRAWN) The controller and resource management system of claim 26 wherein said 
computer system is a communications server. 

31. (WITHDRAWN) In a computer system having a plurality of computer system resources, a 
controller and resource management system and method for controlling and managing said 
plurality of computer system resources, and handling a plurality of computer system events, said 
computer system comprising: 
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said controller and resource management system; 
said plurality of computer system resources; 

wherein said plurality of computer system resources are operatively dependent on said controller 
and resource management system, and 

wherein said controller and resource management system is operatively and functionally 
independent of said plurality of computer system resources, said controller and resource 
management system comprising at least: 

an event handler for receiving said plurality of computer system events and further assigning a 
type identifier label and security level identifier label to said plurality of computer system events; 

a system security function coupled to said event handler for notifying and alerting said plurality 
of computer system resources of said plurality of computer system events; said system security 
function operatively and functionally independent of said plurality of computer system resources; 

a watchdog timer function for independently monitoring the health and operation of said 
controller and resource management system; said watchdog timer operatively and functionally 
independent of said plurality of computer system resources; 

a plurality of bidirectional Input/Output (I/O) interfaces providing a means for direct coupling 
between a plurality of said controller and resource management systems, said direct coupling 
operatively and functionally independent of said plurality of computer system resources. 

32. (WITHDRAWN) hi a computer system having a plurality of computer system resources, a 
controller and resource management system and method for controlling and managing said 
plurality of computer system resources, and handling a plurality of computer system events, said 
computer system comprising: 
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said controller and resource management system; 
said plurality of computer system resources; 

wherein said plurality of computer system resources are operatively dependent on said controller 
and resource management system, and 

wherein said controller and resource management system is operatively and functionally 
independent of said plurality of computer system resources, said controller and resource 
management system comprising at least: 

an event handler for receiving said plurality of computer system events and further assigning a 
type identifier label and security level identifier label to said plurality of computer system events; 

a system security function coupled to said event handler for notifying and alerting said plurality 
of computer system resources of said plurality of computer system events; said system security 
function operatively and functionally independent of said plurality of computer system resources; 

a watchdog timer function for independently monitoring the health and operation of said 
controller and resource management system; said watchdog timer operatively and functionally 
independent of said plurality of computer system resources; 

a plurality of bidirectional Input/Output (I/O) interfaces providing a means for direct coupling 
between a plurality of said controller and resource management systems, said direct coupling 
operatively and functionally independent of said plurality of computer system resources; 

wherein said event handler comprising at least: 

an event handler for assigning a type identifier label and security level identifier label to said 
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plurality of computer system events, said event handler comprising; 

a receiver and buffer for receiving said plurality of computer system events; 

a type identifier function coupled to said receiver and buffer for identifying the type of said 
plurality of computer system events and assigning a type identifier label to said plurality of 
computer system events; 

a security identifier function coupled to said type identifier function for identifying the security 
level of said plurality of computer system events and assigning a security level identifier label to 
said plurality of computer system events; and 

a routing function coupled to said security identifier function and further coupled to said system 
security function for routing said plurality of computer system events with their assigned said 
type identifier label and said security level identifier label to said system security function based 
on said event handlers determination of said type identifier and said security level identifier for 
received said plurality of computer system events; 

wherein said method comprising: a method for receiving, identifying, routing, storing, notifying 
and alerting said plurality of computer system resources of said plurality of computer system 
events, wherein said plurality of computer system events are received into said receiver and 
buffer, said plurality of computer system events are sent to said type identifier function for 
identifying and labeling the type of said plurality of computer system events, said plurality of 
computer system events with said type identifier label are then sent to said security identifier 
function for identifying and labeling the security level of said plurality of computer system 
events, said plurality of computer system events with said type identifier label and said security 
level identifier label are routed by said routing function to said system security function based on 
said type identifier label and said security level identifier label assigned for said plurality of 
computer system events, said system security function storing said plurality of computer system 
events with said type identifier label and said security level identifier label and notifying and 
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alerting said plurality of computer system resources of said type and said security level assigned 
to said plurality of computer system events, and wherein said system security function storing 
said plurality of computer system events with said type identifier label and said security level 
identifier label and notifying and alerting said plurality of controller and resource management 
systems of said type and said security level assigned to said plurality of computer system events, 
said system security function notifying and alerting said plurality of controller and resource 
management systems using said plurality of bidirectional Input/Output (I/O) interfaces. 

33. (WITHDRAWN) The controller and resource management system of claim 32 wherein said 
computer system is a wireless communicating device such as a cellphone. 

34. (WITHDRAWN) The controller and resource management system of claim 32 wherein said 
computer system is a portable computer such as a hand-held personal digital assistant (PDA) or 
laptop personal computer. 

35. (WITHDRAWN) The controller and resource management system of claim 32 wherein said 
computer system is a personal computer. 

36. (WITHDRAWN) The controller and resource management system of claim 32 wherein said 
computer system is a communications server. 

37. (WITHDRAWN-CURRENTLY AMENDED) In a computer system-having a plurality of 
computer system r esources, a controller and resource management system and method for 
controlling and managing said plurality of computer system r esources, and handling a plurality of 
computer system-events, said computer system comprising: 

s aid co ntroller and resource management system; 

said plurality of computer system resources; 
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wherein said plurality of computer system resources are operatively dependent on said controller 
and resource management system, and 

wherein said controller and resource management system is operatively and functionally 
independent of said plurality of computer system-resources, and wherein said controller and 
resource management system is therein implemented in hardware or firmware, said controller 
and resource management system comprisin g at least : 

an event handler for receiving said plurality of computer system events and further assigning a 
type identifier label and security level identifier label to said plurality of computer system-events; 

a system security function coupled to said event handler for notifying and alerting said plurality 
of computer system resources of said plurality of computer system events; said syst e m security 
function operatively and functionally independent of said plurality of computer system-resources; 

a watchdog timer function for independently monitoring the health and operation of said 
controller and resource management system; said watchdog timer operatively and functionally 
independent of said plurality of computer system resources; 

a plurality of bidirectional Input/Output (I70) input/output interfaces providing a m e ans for direct 
coupling between a plurality of said controller and resource managem e nt systems, said direct 
coupling operatively and functionally independent of said plurality of computer system 
resources; 

wherein said event handler comprising at least: 

an event handler for assigning a type identifier label and security level identifier label to said 
plurality of computer system events, w herein said event handler comprising; 

a receiver and buffer for receiving said plurality of computer system events; 
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a type identifier function coupled to said receiver and buffer for identifying the type of said 
plurality of computer system-events and assigning a type identifier label to said plurality of 
computer system events; 

a security identifier function coupled to said type identifier function for identifying the security 
level of said plurality of computer system events and assigning a security level identifier label to 
said plurality of computer system events; and 

a routing function coupled to said security identifier function and further coupled to said system 
security function for routing said plurality of computer system-events with their assigned said 
type identifier label and said security level identifier label to said system security function based 
on said event handlers determination of said type identifier and said security level identifier for 
received said plurality of computer system-events[[;]^ 

wherein said method comprising: a method for receiving, identifying, routing, storing, notifying 
and alerting said plurality of computer system resources of said plurality of computer system 
events, wherein said plurality of computer system events are received into said receive r and 
buffer, said plurality of computer system events are sent to said type identifier function for 
identifying and labeling the type of said plurality of computer system events, said plurality of 
computer system events with said type identifier label are then sent to said security identifier 
function for identifying and labeling the security level of said plurality of computer system 
events, said plurality of computer system events with said type identifier label and said security 
level identifier label are routed by said routing function to said system se c urity function based on 
said type identifier label and said security level identifier label assigned for said plurality of 
computer system events, said system security function storing said plurality of computer system 
events with said type identifier label and said security level identifier label and notifying and 
alerting said plurality of computer system resour c es of said type and said security level assigned 
to said plurality of computer system events, and wherein said system security function storing 
said plurality of computer system events with said type identifier label and said security level 
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identifier label and notifying and alerting said plurality of controllers and resource managements 
of said type and said security level assigned to said p l urality of computer system events, said 
system security function notify ing and al erting said plurality of controller a n d r e sourc e 
management systems using said plurality of b i dir ectional Input/Output ( I/O) int e rf ace s. 

38. (WITEQDRAWN-CURRENTLY AMENDED) The controller and resource management 
system of claim 37 wherein said computer system is a wireless communicating device such as a 
cellphone. 

39. (WITHDRAW-CURRENTLY AMENDED) The controller and resource management 
system of claim 37 wherein said computer system is a portable computer such as a hand-held 
personal digital assistant (PDA) or laptop personal computer. 

40. (WITHDRAW-CURRENTLY AMENDED) The controller and resource management 
system of claim 37 wherein said computer system is a personal computer. 

41. (WITHDRAW-CURRENTLY AMENDED) The controller and r e sourc e manag e m e nt 
system of claim 37 wherein said computer system is a communications server. 

42. (WITHDRAW-CURRENTLY AMENDED) In a computer system having a plurality of 
computer system-resources, a system a n d me t h o d for controlling and managing said plurality of 
computer system-resources^ and handling a plurality of computer system events, said computer 
system-comprising at least : 

said controller and resource management system; 

said plurality of computer system resources having at least one processor 
communicabl y commixnicatively coupled to said co ntroller and resource management system; 

w&srei nand, such that said plurality of computer system r esources are operatively dependent on 
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said controller and resource management system, and 



wherei n such that said controller and resource management system is o perat i vely and functionally 
independent of said plurality of computer systeeHresources, said controller and resource 
management system comprisin g at least : 

an event handler for receiving said plurality of computer system-events and further assigning a 
type identifier label and security level identifier label to said plurality of computer system-events; 

a system security function coupled to said event handler for notifying and alertin^ said plurality 
of computer system r esources of said plurality of computer system events; and such that said 
system security functionis operatively and functionally independent of said plurality of computer 
system-resources; 

a watchdog timer function for independently monitoring the health and operation of said 
controller and resource management system[[;]] such that said watchdog timerjs operatively and 
functionally independent of said plurality of computer system-resources; 

a plurality of bidirectional Input/Output (I/0) input/output interfaces prov i din g a me ans for direct 
coupling between a plurality of said controller and resource mana gement systems[[,]] such that 
said direct coupling js o perat i ve l y and functionally independent of said plurality of computer 
system r esources . 

43. (WITHDRAWN-CURRENTLY AMENDED) The controller and resource management 
system of claim 42 wherein said computer system is a wireless communicating device such as a 
cellphone. 

44. (WITHDRAWN-CURRENTLY AMENDED) The controller and resource management 
system of claim 42 wherein said computer system is a portable computer such as a hand-held 
personal digital assistant (PDA) or laptop personal computer. 
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45. (WITHDRAW-CURRENTLY AMENDED) The controller and resource management 
system of claim 42 wherein said computer system is a personal computer. 

46. (WITHDRAW-CURRENTLY AMENDED) The controller and resource management 
system of claim 42 wherein said computer system i s a communications server. 

47. (CANCELLED) 



48. (CANCELLED) 

49. (CANCELLED) 

50. (CANCELLED) 

51. (CANCELLED) 

52. (CANCELLED) 

53. (CANCELLED) 

54. (CANCELLED) 

55. (CANCELLED) 

56. (CANCELLED) 

57. (CANCELLED) 



58. (CANCELLED) 
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59. (CANCELLED) 

60. (CANCELLED) 

61. (CANCELLED) 

62. (CURRENTLY AMENDED) In a computer^ system h aving a plurality of computer system 
resources including a processor and a computer memory , a controller and resource management 
system,, a n d me t h o d for controlling and managing said plurality of computer system resources, 
and hand ling a plurality of computer system events, said computer system comprising: 

said controller and resource management system; 

said plur ality of computer system resources having at least one processor communicably coupled 
to said controller and resource management system and a plurality of computer system memories 
communicably and operatively coupled to said controller and resource management system; 

wherein said plurality of computer system resources are operatively dependent on said controller 
and resour ce manag ement system, and 

wherein said controller and resource management system is operativel yimplemented in electronic 
hardware that is physically separate and functionally independent of said plurality of computer 
system resources p rocessor , said controller and resource management system comprising at least : 

an event handler for receiving saida plurality of computer system events and further assigning a 
type identifier label and security level identifier label to said plurality of computer system events ; 

a syst e m security function coupled to said event handler for notifyin g and alerting said plurality 
of computer system r esources of said plurality of computer system events; said system security 
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function operative l y and functionally independent of said plurality of computer system resources; 



a watchdog timer function for independently m onitoring the health and operation of said 
controller and resource management system; said watchdog timer operatively and functionally 
independent of said plurality of computer system resources; 

a plurality of bidirectional Input/Output (I/O) interfaces providing a means for direct coupling 
between a plurality of sa id co ntroller and resource management systems, said direct coupling 
operativ e l y and functi onall y i ndependent of said plurality of computer system resources; 

a manager and scheduler function for managing and scheduling thea plurality of processes te-be 
performed by said plurality of computer system resources p rocessor ; 

a priority handler function for evaluating and categorizing said plurality of processes te-be 
performed by said plurality o f computer system resources p rocessor ; 

a configuration and device driver function for configuring and controlling said plurality of 
computer system-resources; 

a plurality of computer system bidirectional Input/Output (I/Q) input/output interfaces for 
coupling said controller and resource management system to said plurality of computer system 
resources , including a computer input/output interface for communicatively coupling control 
messages to said processor ; 

a plurality of integral layer 2 media access controllers (MACS); 

a plurality of bidirectional memory b uffers for providing b uffering-of data fe rcoupled to said 
plurality of computer system bidirectional Input/Output (I/0) mput/oiitput interfaces , including an 
application program interface (API) buffer for communicatively coupling control messages to 
said processor ; 
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a memory controller [[hub ]]for communicatively coupling; said controller and resource 
management system to said plurality of computer system memories computer memory ; 

an Input/Output (I/0) input/output controller [[hub ]]for coupling said controller and resource 
management system to said plurality of computer system bidirectional Input/Output 
fl/Q ^input/output interfaces[[;]]. 

wherein said event handler comprising at least: 

an event handler for assigning a type identifier label and security level identifier label to said 
plurality of computer system events, said event handler comprising; 

a~r ec civer and buffer for receiving said plurality of computer system events; 

a type identifier function coupled to said receiver and buffer for identifying the type of said 
plurality of computer system events and assigning a type identifier label to said plurality of 
computer system events; 

a security identifier function coupled to said type identifier function for identifying the security 
leve l of said plurality of computer system events and assigning a security level identifier label to 
said p l ur ality of computer system events; and 

a routing function coupled to said security identifier function and further coupled to said system 
security function for routing said plurality of computer system events with their assigned said 
type identifier label and said security level identifier label to said system security function based 
on said event handlers determination of said type identifier and said security level identifier for 
received said plurality of computer system events; 

wherein said method comprising: a method for receiving, identifying , routing, storing, notifying 



TEL-0003 



29 



and alerting said plurality of computer system resources of said plurality of computer s ystem 
events, wherein said plurality of computer system events are received into said receiver and 
buffer, said plurality of computer system events are sent to said type identi fi er fun ction f or 
identifying and labeling the type of said plurality of computer system events, said pl u rality of 
computer system events with said type identifier label are then sent to said secur ity id e ntifi e r 
function for identif ying and labeling the security level of said plurality of computer system 
e vents, sa id plurali ty of computer system events with said type identifier label and said security 
lev e l id e ntifier lab el are routed by said routing function to said system security function based on 
said type identifier label and said security level identifier label assigned for said plurality of 
computer syst e m events, said system security function storing said plurality of computer system 
e vents with said ty pe identifier label and said security level identifier label and notifying and 
alerting said plurality of computer system resources of said ty pe and said s ecurity l evel assigned 
to said plurality of computer system events, and wherein said system security function storing 
said plurality of computer syst em events with said ty p e id e nti fier label and said sec urit y le v e l 
identifier label and notifying and alerting said plurality of controller and resource management 
systems of said type and said security level assigned to said plurality of computer system events, 
sai d s ystem se cu rity function notifying and alerting said plurality of cont roll e r an d resource 
management systems using sai d plurality of bidirectional Inp ut/Output (I/O) interfaces. 

63. (CURRENTLY AMENDED) The controller and resource management system of claim 62 
wherein said computer system is a wireless communicating device such as a cellphone. 

64. (CURRENTLY AMENDED) The controller and resource management system of claim 62 
wherein said computer system is a portable computer such as a hand-held personal digital 
assistant (PDA) or laptop personal computer. 

65. (CURRENTLY AMENDED) The controller and resource management system of claim 62 
wherein said computer system is a personal computer. 

66. (CURRENTLY AMENDED) The controller and resource management system of claim 62 
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wherein said computer system is a communications server. 

67. (CANCELLED) 

68. (CURRENTLY AMENDED) [[A]]The controller and resource management system as 
recited in claim 62 wherein said controller and resource management system is therein 
implemented in hardware or firmware, and wherein said controller and resource management 
system is electrically isolated from said plurality of computer system resources, including at least 
said processor. 

69. (CURRENTLY AMENDED) In a personal compute^ system h aving a plurality of personal 
computer system-resources including a processor and a computer memory , a controller and 
resource management system ^ and method for controlling and managing said plurality o f p e r sonal 
computer system resources, and handling a plurality of personal computer system events, said 
personal computer system comprising: 

said controller and resource management system; 

said plurality of personal computer system resources comprising at least: 

one processor communicably coupled to said controller and resource management system; 

a plurali t y of personal computer system memories communicably and operatively coupled to said 
controller and resource management system; 

use r interfaces including at least one keyboard, at least one mouse, at least one audio interface 
and at least one video interface ; 

at least one disc storage resource; 



TEL-0003 



31 



at least one bidirectional serial Input/Output (170) interface; 



networking connections including local area networks (LANs) and wide area networks (WANs), 
having a plurality of integral layer - 2 media access controllers (MACS); 

wherein said plurality of personal computer system resources are operatively dependent on said 
controller and resource management system, and 

wherein said controller and resource management system is operatively implemented in 
electronic hardware that is physically separate and functionally independent of said plurality of 
personal computer system resources p rocessor , said controller and resource management system 
comprisin g at least : 

an event handler for receiving saida plurality of personal computer system events and further 
assigning a type identifier label and security level identifier label to said plurality of computer 
system events ; 

a syst e m security function coupled to said event handler for notifying and alerting said plurality 
of personal computer system-resources of said plurality of personal computer system events;-saM 
system security function operatively and functionally independent of said plurality of c o mp ut e r 
system resources; 

a watchdog timer function for independently monitoring the health and operation of said 
controller and resource management system; said watchdog timer operatively and functionally 
independent of said plurality of computer system resources; 

a plurality of bidirectional Input/Output (I/O) interfaces providing a means for direct coupling 
between a plurality of said controller and resource mana g ement systems, said direct coupling 
operatively and functionally independent of said plurality of personal computer system resources; 
a manager and scheduler function for managing and scheduling thea plurality of processes te-be 
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performed by said plurality of computer system resources p rocessor ; 



a priority handler function for evaluating and categorizing said plurality of processes te-be 
performed by said plurality of computer system resources p rocessor ; 

a configuration and device driver function for configuring and controlling said plurality of 
personal computer system-resources; 

a plurality of personal computer system bidirectional Input/Output (I/0) input/output interfaces 
for coupling said controller and resource management system to said plurality of personal 
computer system-resources , including; a personal computer input/output interface for 
communicatively coupling control messages to said processor ; 

a plurality of bidi rect i onal memory buffers for providing b uffering-ef data fe rcoupled to said 
plurality of personal computer system bidirectional Input/Output (I/Q) input/output interfaces,, 
including an application program interface (API) buffer for communicatively coupling control 
messages to said processor ; 

a memory controller [[hub ]]for communicatively coupling said controller and resource 
management system to said plurality of computer system memories computer memory ; 

an Input/Output (I/0) input/output controller^ hub]] for coupling said controller and resource 
management system to said plurality of personal computer system bidirectional Input/Output 
Q/Q ^input/output interfaces[[;]]. 

wherein said event handler comprising at least: 

an event handler for assigning a type identifier label and security level identifier label to said 
plurality of personal computer system events, said event handler comprising; 
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a type identifier function coupled to said rec e iver and buffer for identifying the type of said 
plurality of personal computer system events and assigning a type identifier label to said plurality 
of personal computer system events; 

a security identifier function coupled to said type identifier function for identifying the security 
level of said plurality of personal computer system events and assigning a security level identifier 
label to said plurality of personal computer system events; and 

a routing function coupled to said security identifier function and further coupled to said system 
security function for routing said plurality of personal computer system events with their 
assigned said type identifier label and said security level identifier label to said system security 
function based on said event handlers determination of said type identifier and said security level 
identifier for received said plurality of personal computer system events; 

wherein said method comprising: a method for receiving, identifying, routing, storing, notifying 
and alerting said plurality of personal computer system resources of said plurality of personal 
computer system events, wherein said plurality of personal computer system events are received 
into said receiver and buffer, said plurality of personal computer system events are sent to said 
type identifier function for identifying and labeling the type of said plurality of personal 
computer system events, said plurality of personal computer system events with said typo 
identifier label arc th e n sent to said security identifier function for identifying and labeling th o 
security level of said plurality of personal computer system events, said plurality of personal 
computer system events with said type identifier label and said security l e vel identifier label arc 
routed by said routing function to said system security function based on said type identifier label 
and said security level identifier label assigned for said plurality of personal computer system 
events, said system security function storing said plurality of personal computer system events 
with said type identifier label and said security level identifi e r label and notifying and alerting 
said plurality of personal computer system resources of said type and said security level assign e d 
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to said plurality of personal computer system events, and wherein said system security function 
storing said plurality of personal computer system events with said type identifier label and said 
security level identifier label and notifying and alerting said plurality of controller and resource 
management systems of said type and said security level assigned to said plurality of personal 
computer system events, said system security function notifying and alerting said plurality of 
controller and resource management systems using said plurality of bidirectional Input/Output 
(I/O) interfaces. 

70. (CURRENTLY AMENDED) In a communications computer syst e m having a plurality of 
communications computer system resources, a controller and resource management system andA 
method for controlling and managing [[said]]a plurality of communications computer system 
resources, including a processor, and handling a plurality of communi c at io ns computer system 
events such that said method is functionally independent of said processor , said communications 
computer system m ethod comprising: 

said controller and resource management system; 

said plurality of communications computer system resources comprising at least: 

one processor communicably coupled to said controller and resource management s y st em ; 

a plurality of communications computer system memories communi c ably and operatively 
coupled to said controller and resource management system; 

a plurality of bidirectional communications Input/Output (I/O) interfaces; 

wherein said plurality of communications computer system resources are operatively dependent 
on said controller and resource management system, and 

wherein said controller and resource management system is operatively and functionally 
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independent of said plurality of communications computer system resources, said controller and 
resource management system comprising at least: 

an event handler for r eceiving said plurality of communications computer system events-and 
further assigning a type identifier label and security level identifier label to said plurality of 
communications computer system events ; 

providing a system security function coupled to said event handler for filtering and verifying said 
plurality of computer events, and flirther n otifying and alerting said plurality of communications 
computer system r esources of said plurality of co mm u nications computer systea&events[[;]] such 
that said system security function operatively andi s functionally independent of said 
processo rp lurality of communications com p uter s ystem resources , and such that said plurality of 
computer events are verified prior to arrival at said processor ; 

a watchdog timer function for independently monitoring the heal th and op eration of said 
controller and resource management system; said watchdog timer o perat i ve l y and functionally 
independent of said plurality of communications computer system resources ; 

a plurality of bidirectional Input/Output (I/O) interfaces providing a means for direct coupling 
between a plurality of said controller and r e sourc e management systems, said direct coupling 
operatively and functionally independent of said p lurality o f communications computer system 
resources; 

a manage r and scheduler function for m anaging and scheduling the plurality of processes te-be 
performed by said plurality of communications com puter syst em resources processor ; 

a priority handler function for evaluating and categorizing prioritizing said plurality of processes 
te-be performed by said plurality of communications computer system resources p rocessor ; 

a configur ation and device driver function for configurin g and controlling said plurality of 
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a plurality of communications computer system bidirectional Input/Output (I/O) interfaces for 
coupling said controller and resource management system to said plurality of communications 
computer system resources; 

a plurality of integral layer 2 media access controllers (MACS); 

a plurality of bidirectional memory buffers for providing buffing of data for said plurality of 
communication s computer system bidirectional Input/Output (I/O) inte rfaces; 

a memory controller hub for coupling said controller and resource management system to said 
plurality of communications computer system memories ; 

an Input/Output (I/O) controller hub for coupling said controller and resource management 
system to said plurality of communications computer system b idirectional Input/Output (I/O) 
interfaces; 

wherein said event handler comprising at least: 

an eve nt handler for assigning a type identifier label and security level ide ntifier label to said 
plurality of communications computer system events, said e v ent handler comprising; 

a receiver and buffer for receiving said plurality of communica tions co mputer system events ; 

a type identifier function coupled to said re c e i ve r a nd buffer for identifying the type of sa i d 
plurality of communications computer system events and assigning a type identifier label to said 
plurality of communications computer system events; 



a security identifier function coupled to said type identifier function for identifying the security 
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level of said plurality of co mmunications computer system events and assigning a security level 
id e ntifi e r label to said plurality of communications computer system events; and 

a routing function coupled to said security identifier function and further coupled to said system 
security function for routing said plurality of communications computer system ev ents with their 
assigned said type identifier label and said security level identifier label to said system security 
function base d o n said event handlers determination of said type identifier and said security level 
identifier for received said plurality of communications computer system events; 

wherein said method comprising : a meth od for receiving, identifying, routing, storing, notifying 
and alertin g said pl urality of communicati o n s c o mputer system resources of said p lu ralit y o f 
communications computer system events , wherein said plurality of communications computer 
system events are rece i ve d into said receiver and buffer, said plurality of communications 
computer system events are sent to said type identifier function for identifying and labeling the 
type of said plurality of communications computer system events, said plurality of 
communi c ations computer system events with said type identifier label are then sent to said 
security identifier function for identifying and lab e l ing the security level of said plurality of 
communications computer system events, said plurality of communications computer system 
events with said type identifier label and said security level identifier label are route d by said 
routing function to said system se curity fu nction based on said type identifier label and said 
security level identifier label assigned for said plurality of communications computer system 
events, said system security fun ctio n storing said plurality of communications computer system 
events with said type identifier label and said security level identifier label and notifying and 
alerting said plurality of communications computer system resources of said type and said 
security level assigned to said plurality of communications computer system events, and wherein 
said system security function storing said plurality of communications computer system events 
with said t yp e i dentifier label and said security level identifier label and notifying and alerting 
said plurality of controller and resource management systems of said type and said security level 
assigned to said plurality of communications computer system events, said system security 
function notifying and alerting said plurality of controller and resource management systems 



TEL-0003 



38 



using said plurality of bidirectional Input/Output (I/O) interfaces. 

71. (NEW) In a computer, having a plurality of computer resources including a processor and a 
computer memory, a system comprising: 

(a) a plurality of input/outputs which couple said system to said plurality of computer 
resources such that said processor is coupled to said computer memory through said 
system, and such that said processor is coupled to computer events generated by said 
plurality of computer resources through said system; 

(b) input/output controller logic which operatively controls communications between said 
system and said plurality of computer resources, including said processor and said 
computer events; 

(c) memory controller logic which operatively controls data communications between 
said computer memory and said system; 

(d) event priority and scheduler logic which inputs said computer memory data via said 
memory controller, and inputs said computer events via said input/output controller, 
and responsive to said inputs will output data comprising: prioritized and scheduled 
computer events, prioritized and scheduled computer memory data; 

(e) security filter logic which inputs said prioritized and scheduled data, and responsive to 

said inputs will output data comprising: filtered and verified computer events, filtered 
and verified computer memory data, and responsive to said output will 
communicatively couple said output to said processor such that prioritized, and 
scheduled, and verified computer events and computer memory data is coupled to said 
processor through said system; and, wherein said system is embodied in electronic 
hardware which is physically separate from said processor such that said system is 
functionally independent of said processor and said processor's executable 
instructions, and such that said system does not require processor executable 
instructions to operate. 

72. (NEW) The system of claim 71 wherein said system is electrically isolated from said 
processor. 
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73. (NEW) A method of controlling the operation of at least one processor in a computer, 
comprising: 

(a) decoupling computer events from said processor; 

(b) receiving, intercepting, and redirecting said computer events; 

(c) decoupling computer memory data from said processor; 

(d) reading, intercepting, and redirecting said computer memory data; 

(e) prioritizing said redirected computer events and said redirected computer memory 
data; 

(f) scheduling said prioritized computer events and said prioritized computer memory 
data; 

(g) communicatively coupling said prioritized and scheduled computer events and said 
prioritized and scheduled computer memory data to said processor via processor 
interrupts or application program messages such that the original decoupled and 
intercepted computer events and original decoupled and intercepted computer 
memory data is prioritized, and is scheduled prior to arrival at said processor. 



74. (NEW) A method of providing data security for at least one processor in a computer, 
comprising: 

(a) decoupling computer events from said processor; 

(b) receiving, intercepting, and redirecting said computer events; 

(c) decoupling computer memory data from said processor; 

(d) reading, intercepting, and redirecting said computer memory data; 

(e) filtering and verifying said redirected computer events and said redirected computer 
memory data; 

(f) communicatively coupling said verified computer events and said verified computer 
memory data to said processor such that the original decoupled and intercepted 
computer events and the original decoupled and intercepted computer memory data is 
verified prior to arrival at said processor. 
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